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On-line Safety Policy 

Aim 

At the Hawkswood Group we aim to:  

 Have robust processes in place to ensure the online safety of pupils, staff, volunteers and governors 

 Deliver an effective approach to online safety, which empowers us to protect and educate the 

whole school community in its use of technology  

 Establish clear mechanisms to identify, intervene and escalate an incident, where appropriate  

 

Legislation and guidance  

This policy is based on the Department for Education’s (DfE) statutory safeguarding guidance, Keeping 

Children Safe in Education, and its advice for schools on:  

 Teaching online safety in schools  

 Preventing and tackling bullying  

 Preventing and tackling bullying and cyber-bullying: advice for headteachers and school staff  

 Relationships and sex education  

 Searching, screening and confiscation 

 

It also refers to the Department’s guidance on protecting children from radicalisation. It reflects existing 

legislation, including but not limited to the Education Act 1996 (as amended), the Education and 

Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education Act 2011, which has 

given teachers stronger powers to tackle cyber-bullying by, if necessary, searching for and deleting 

inappropriate images or files on pupils’ electronic devices where they believe there is a ‘good reason’ to do 

so.  

The policy also takes into account the National Curriculum computing programmes of study. 

 

Roles and responsibilities  

 

The Management Committee (delegated to the Quality of Education, Behaviour & Safeguarding 

Committee) has overall responsibility for:  

 Monitoring this policy and holding the headteacher to account for its implementation.  

 Co-ordinating regular meetings with appropriate staff to discuss online safety, and monitor online safety 

logs as provided by the designated safeguarding lead (DSL). Please see appendix 4 for support  

 

The Head teacher is responsible for:  

 Ensuring that staff understand this policy, and that it is being implemented consistently throughout the 

school.  

 

The designated safeguarding lead (DSL) is responsible for:  

 Supporting the Head Teacher in ensuring that staff understand this policy and that it is being 

implemented consistently throughout the school  

 Working with the Head Teacher, Strictly Education & LGfL and other staff, as necessary, to address any 

online safety issues or incidents   

 Ensuring that any online safety incidents are logged using my concern and dealt with appropriately in 

line with this policy  

 Ensuring that any incidents of cyber-bullying are logged using my concern and dealt with appropriately 

in line with the school behaviour policy  

 Updating and delivering staff training on online safety (appendix 3 contains a self-audit for staff on 

online safety training needs)  

 Liaising with other agencies and/or external services as necessary  

 Providing regular reports on online safety in school to the headteacher and/or governing board 

 

Our delivery partners in on-line safety Strictly Education and LGfL are responsible for:  

https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty
https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/2006/40/contents
https://www.legislation.gov.uk/ukpga/2006/40/contents
https://www.legislation.gov.uk/ukpga/2010/15/contents
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
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 Putting in place appropriate filtering and monitoring systems, which are updated on a regular basis 

and keep pupils safe from potentially harmful and inappropriate content and contact online while 

at school, including terrorist and extremist material  

 Ensuring that the school’s ICT systems are secure and protected against viruses and malware, and 

that such safety mechanisms are updated regularly  

 Ensuring the school’s network is constantly monitored by LGFL.  

 Blocking access to potentially dangerous sites and, where possible, preventing the downloading of 

potentially dangerous files.  

 

All staff, contractors, agency staff, and volunteers are responsible for:  

 Maintaining an understanding of this policy  

 Implementing this policy consistently  

 Agreeing and adhering to the terms on acceptable use of the School’s ICT systems and the internet 

(appendix 1), and ensuring that pupils follow the school’s terms on acceptable use  

 Working with the DSL to ensure that any online safety incidents are logged and dealt with appropriately 

in line with this policy  

 Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the school 

behaviour policy 

 This list is not intended to be exhaustive. 

 

Parents 

 Parents are expected to:  

 Notify a member of staff or the Head Teacher of any concerns or queries regarding this policy  

 Ensure their child has read, understood and agreed to the terms on acceptable use of the School’s ICT 

systems and internet (appendix 1)  

 

Parents can seek further guidance on keeping children safe online from the following organisations and 

websites:  

 What are the issues? - UK Safer Internet Centre  

 Hot topics - Childnet International  

 Parent factsheet - Childnet International  

 

Educating pupils about online safety  

Pupils in EYFS will be taught about online safety as part of provision focused on the development of 

Personal, Social and Emotional Development (PSED)  

 

Pupils in Key stage 1 and 2 will be taught about online safety as part of the curriculum:  

In Key Stage 1, pupils will be taught to:  

 Use technology safely and respectfully, keeping personal information private  

 Identify where to go for help and support when they have concerns about content or contact on the 

internet or other online technologies  

 

Pupils in Key Stage 2 will be taught to:  

 Use technology safely, respectfully and responsibly  

 Recognise acceptable and unacceptable behaviour  

 Identify a range of ways to report concerns about content and contact  

 

By the end of primary school, pupils will know:  

 That people sometimes behave differently online, including by pretending to be someone they are not  

 That the same principles apply to online relationships as to face-to-face relationships, including the 

importance of respect for others online including when we are anonymous  

 The rules and principles for keeping safe online, how to recognise risks, harmful content and contact, 

and how to report them  

https://www.saferinternet.org.uk/advice-centre/parents-and-carers/what-are-issues
http://www.childnet.com/parents-and-carers/hot-topics
https://www.childnet.com/resources/parents-and-carers-resource-sheet
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 How to critically consider their online friendships and sources of information including awareness of the 

risks associated with people they have never met  

 How information and data is shared and used online  

 How to respond safely and appropriately to adults they may encounter (in all contexts, including online) 

whom they do not know  

 

The safe use of social media and the internet will also be covered in other subjects where relevant.  

 

The School will use assemblies to raise pupils’ awareness of the dangers that can be encountered online 

and may also invite speakers to talk to pupils about this. 

 

Pupils in Key stage 3 and 4 will be taught about online safety as part of the curriculum. 

 

Educating parents about online safety  

The School will raise parents’ awareness of internet safety in letters or other communications home, and in 

information via our website. This policy will also be shared with parents. If parents have any queries or 

concerns in relation to online safety, these should be raised in the first instance with the Head Teacher 

and/or the DSL.  

 

Concerns or queries about this policy can be raised with any member of staff or the headteacher.  

 

Cyber-bullying  

Cyber-bullying takes place online, such as through social networking sites, messaging apps or gaming sites. 

Like other forms of bullying, it is the repetitive, intentional harming of one person or group by another person 

or group, where the relationship involves an imbalance of power. See also the school positive behaviour 

and relationship policy.  

 

Preventing and addressing cyber-bullying  

To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they 

become aware of it happening to them or others. We will ensure that pupils know how they can report any 

incidents and are encouraged to do so, including where they are a witness rather than the victim.  

The School will actively discuss cyber-bullying with pupils, explaining the reasons why it occurs, the forms it 

may take and what the consequences can be.  

 

Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover cyber-

bullying. This includes Relationships and Health Education (RHE) education, and other subjects where 

appropriate.  

 

All staff receive training on cyber-bullying, its impact and ways to support pupils, as part of safeguarding 

training.  

 

In relation to a specific incident of cyber-bullying, the school will follow the processes set out in the school 

positive behaviour and relationships policy. Where illegal, inappropriate or harmful material has been 

spread among pupils, the school will use all reasonable endeavours to ensure the incident is contained.  

 

The DSL will consider whether the incident should be reported to the police if it involves illegal material, and 

will work with external services if it is deemed necessary to do so.  

 

Examining electronic devices  

School staff have the specific power under the Education and Inspections Act 2006 (which has been 

increased by the Education Act 2011) to search for and, if necessary, delete inappropriate images or files 

on pupils’ electronic devices, including mobile phones, iPads and other tablet devices, where they believe 

there is a ‘good reason’ to do so.  
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When deciding whether there is a good reason to examine or erase data or files on an electronic device, 

staff must reasonably suspect that the data or file in question has been, or could be, used to:  

 Cause harm, and/or  

 Disrupt teaching, and/or  

 Break any of the school rules  

 

If inappropriate material is found on the device, it is up to the conjunction with the DSL or other member of 

the senior leadership team to decide whether they should:  

 Delete that material, or  

 Retain it as evidence (of a criminal offence or a breach of school discipline), and/or  

 Report it to the police 

 

Any searching of pupils will be carried out in line with the DfE’s latest guidance on 6 screening, searching 

and confiscation. Any complaints about searching for or deleting inappropriate images or files on pupils’ 

electronic devices will be dealt with through the school complaints procedure.  

 

Acceptable use of the internet in school  

All pupils, parents, staff, volunteers and governors are expected to sign an agreement regarding the 

acceptable use of the school’s ICT systems and the internet (appendices1 and 2). Visitors will be expected 

to read and agree to the school’s terms on acceptable use if relevant.  

 

Use of the School’s internet must be for educational purposes only, or for the purpose of fulfilling the duties 

of an individual’s role. We will monitor the websites visited by pupils, staff, volunteers governors and visitors 

(where relevant) to ensure they comply with the above.  

More information is set out in the acceptable use agreements in appendices 1 and 2.  

 

Remote Learning  

The online learning platforms we use are safe and secure and can only be accessed by the child and class 

teacher. If online learning includes any form of live streaming/videoing teachers must:  

 ensure parental consent has been obtained  

 be mindful of their surroundings, ensuring any personal photos etc. are not in view  

 consider background noise that may be heard by children  

 ensure others who they may live with are not present in the room during lessons  

 ensure they dress appropriately for school  

 ensure they are in control of the screen  

 save the video/chat content  

 

Pupils using mobile devices in school  

Pupils who travel to school unaccompanied may bring mobile devices into school, but are not permitted to 

use them during the school day (except in Hawkswood Secondary who may use phones at break and 

lunch for sensory regulation).  

 

Mobile phones must be handed to school staff and stored safely during the school day (except in 

Hawkswood Secondary where pupils may keep phones or mobile devices in their bags).  

 

Staff using work devices outside school  

 

Staff taking school equipment off site must sign the school equipment loan document and should ensure 

that the device is covered by personal insurance.  All devices leaving school site must have adequate 

security restricting access to content as per the acceptable user agreement. 

 

Training  

https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/searching-screening-and-confiscation


6 

All new staff members will receive training, as part of their induction, on safe internet use and online 

safeguarding issues, including cyber-bullying and the risks of online radicalisation.  

 

All staff members will receive refresher training at least once each academic year as part of safeguarding 

training, as well as relevant updates as required (for example through emails, e-bulletins and staff meetings).  

 

The DSL’s will undertake child protection and safeguarding training, which will include online safety, at least 

every 2 years. They will also update their knowledge and skills on the subject of online safety at regular 

intervals, and at least annually.  

 

Governors will receive training on safe internet use and online safeguarding issues as part of their annual 

safeguarding training.  

 

Volunteers will receive appropriate training and updates, as applicable.  

 

Further information about safeguarding training is set out in our child protection and safeguarding policy.  

 

COVID-19  

During periods of staff and pupil isolation online safety procedures will continue for those children who are 

unable to attend school.  

 Learning will continue to be set remotely that supports children’s understanding of online safety at an 

age appropriate level 

 Information will be shared with parents to support their knowledge of online safety  

 Regular updates to reinforce the importance of being safe online will be shared with parents and 

children 

 Children are encouraged to report concerns to their parents in addition to reporting them directly to 

their teacher via the online learning platform in use  

 

Monitoring, evaluation and review 

The Management Committee will assess the implementation and effectiveness of this policy, this task will be 

delegated to the Quality of Education, Behavior and Safeguarding Commmittee. The policy will be 

promoted and implemented throughout all schools in the group. This Policy will be reviewed annually or 

earlier if a major incident occurs.  

Adherence to the policy will be monitored by The Hawkswood Group Management Committee. 
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Appendix  1 – The Hawkswood Group         

 

PRU Staff /Volunteer Digital Acceptable Use Agreement 

 
I understand that I must use school IT systems in a responsible way, to ensure that there is no risk to my safety 

or to the safety and security of the IT systems and other users.  

For my professional and personal safety: 

• I understand that the school will monitor my use of the IT systems, email and other digital 

communications. 

• I understand that the rules set out in this agreement also apply to use of school IT systems (eg laptops, 

email, VLE etc) out of school.  

• I understand that the school IT systems are primarily intended for educational use and that I will only use 

the systems for personal or recreational use within the policies and rules set down by the school. 

• I will not disclose my username or password to anyone else, nor will I try to use any other person’s 

username and password. 

• I will immediately report any illegal, inappropriate or harmful material or incident, I become aware of, to 

the E Safety Co-ordinator.   
 

I will be professional in my communications and actions when using school IT systems: 

• I will not access, copy, remove or otherwise alter any other user’s files, without their express permission.  

• I will ensure that when I take and / or publish images of others I will do so with their permission and in 

accordance with the school’s policy on the use of digital / video images.  I will not use my personal 

equipment to record these images, unless I have permission to do so. Where these images are published 

(eg on the school website / VLE) it will not be possible to identify by name, or other personal information, 

those who are featured.   

• I will only communicate with students / pupils and parents / carers using official school systems. Any such 

communication will be professional in tone and manner  

• I will not engage in any on-line activity that may compromise my professional responsibilities. 

The school and the local authority have the responsibility to provide safe and secure access to technologies and 

ensure the smooth running of the school: 

 

• I will only use school provided devices in school and will ensure where appropriate that they are 

protected by up to date anti-virus software and are free from viruses 

• I will not use personal email addresses on the school IT systems.  

• I will not open any attachments to emails, unless the source is known and trusted, due to the risk of the 

attachment containing viruses or other harmful programmes.  

• I will ensure that my data is regularly backed up, in accordance with relevant school policies.  

• I will not try to upload, download or access any materials which are illegal (child sexual abuse images, 

criminally racist material, adult pornography covered by the Obscene Publications Act) or inappropriate 

or may cause harm or distress to others. I will not try to use any programmes or software that might allow 

me to bypass the filtering / security systems in place to prevent access to such materials. 

• I will not try (unless I have permission) to make large downloads or uploads that might take up internet 

capacity and prevent other users from being able to carry out their work.  

• I will not install or attempt to install programmes of any type on a machine, or store programmes on a 

computer, nor will I try to alter computer settings, unless this is allowed in school policies.  

• I will not disable or cause any damage to school equipment, or the equipment belonging to others. 

     I will only transport, hold, disclose or share personal information about myself or others, as outlined in the 

School E Safety Policy . Where personal data is transferred outside the secure school network, it must be 

encrypted. 

• I understand that data protection policy requires that any staff or student / pupil data to which I have 

access, will be kept private and confidential, except when it is deemed necessary that I am required by 

law or by school policy to disclose such information to an appropriate authority.  

• I will immediately report any damage or faults involving equipment or software, however this may have 

happened. 
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When using the internet in my professional capacity or for school sanctioned personal use: 

• I will ensure that I have permission to use the original work of others in my own work 

• Where work is protected by copyright, I will not download or distribute copies (including music and 

videos). 

I understand that I am responsible for my actions in and out of school: 

• I understand that this Acceptable Use Policy applies not only to my work and use of school IT equipment 

in school, but also applies to my use of school IT systems and equipment out of school and my use of 

personal equipment in school or in situations related to my employment by the school. 

• I understand that if I fail to comply with this Acceptable Use Policy Agreement, I could  be subject to 

disciplinary action and in the event of illegal activities the involvement of the police.  
 

I have read and understand the above and agree to use the school IT systems (both in and out of school) 

and understand that I should only be using school owned devices when carrying out communications 

related to the school. 

I confirm that I have received a copy of the PRU E Safety Policy and have made myselfaware of the 

contents within. 

 

Staff / Volunteer Name (PRINT)   ____________________________________ 

Signed                                         ______________________________________ 

Date                                             _________________________________      
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Appendix 2 – Code of Conduct and Disciplinary Policy content linked to acceptable use of technology 

 

 

The following activities constitute behavior which we would always consider unacceptable (and possible 

illegal): 

 accessing inappropriate or illegal content deliberately  

 deliberately accessing downloading and disseminating any material deemed offensive, obscene, 

defamatory, racist, homophobic or violent  

 continuing to send or post material  regarded as harassment, or of a bullying nature after being 

warned  

 using digital communications to communicate with pupils in an inappropriate manner (for instance, 

using personal email accounts, personal mobile phones, or inappropriate communication via social 

networking sites)  

 

The following activities are likely to result in disciplinary action:   

 accessing inappropriate or illegal content accidentally and failing to report this 

 inappropriate use of personal technologies (e.g. mobile phones) at school or in lessons  

 sharing files which are not legitimately obtained  e.g. music files from a file sharing site   

 using facility or personal equipment to send a message, or create content, that is offensive or 

bullying in nature or could bring the school into disrepute 

 attempting to circumvent school filtering, monitoring or other security systems 

 circulation of commercial, advertising or ‘chain’ emails or messages  

 revealing the personal information (including digital images, videos and text) of others by electronic 

means (e.g. sending of messages, creating online content) without permission  

 using online content in such a way as to infringe copyright or which fails to acknowledge ownership 

(including plagiarising of online content)  

 transferring sensitive data insecurely or infringing the conditions of the Data protection Act, revised 

1988  

The following activities would normally be unacceptable; however in some circumstances they may be 

allowed e.g. as part of planned curriculum activity or as system administrator to problem solve 

 accessing  social networking sites, chat sites, instant messaging accounts, email or using a mobile 

phone for personal use during lesson time  

 accessing non-educational websites (e.g. gaming or shopping websites) during lesson time 

 sharing a username and password with others or allowing another persona to log in using your 

account  

 accessing unit IT systems with someone else’s username and password  

 deliberately opening, altering, deleting or otherwise accessing files or data belonging to someone 

else  

 

 

 

  


